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Computer Configuration > Administrative Templates > Windows Components > Remote
Desktop Services > Remote Desktop Session Host > Security
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:‘3 Require use of specific security layer for remote (RDP) connections

E‘ Require use of specific security layer for remote (RDP) connections

Previous Setting Next Setting
(O Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: [ At |east Windows Vista
Options: Help:
Security Layer I RDP - | This_p_-:liq.r se1_:ting specifies whether to re_qui!'e the use of a ) ~
specific security layer to secure communications between clients
Choose the security layer from the drop-down list. and RD Session Host servers during Remote Desktop Protocol

(RDP) connections.

If you enable this pelicy setting, all communications between
clients and RD 5ession Host servers during remote connections
must use the security method specified in this setting. The
following security methods are available:

* Megotiate: The Megotiate method enforces the most secure
method that is supported by the client. If Transport Layer
Security (TLS) version 1.0 is supported, it is used to authenticate
the RD Session Host server. If TLS is not supported, native
Remote Desktop Protocel (RDP) encryption is used to secure
communications, but the RD Session Host server is not
authenticated. Native RDP encryption (as opposed to 550
encryption) is not recommended.

* RDP: The RDP method uses native RDP encryption to secure
communications between the client and RD 5ession Host server.
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